IMamaTka
C KaxJIbIM TOZIOM MOJIOJICKH B HHTCPHETE CTAHOBUTCS OOJIbIIIE, & IKOJIBHUKU OJTHH U3 CaMbIX aKTUBHBIX
noJip30Bareseii Pynera. Mexy TeM, HOMHMO OTPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET U
poOIeMbl. DTa MaMsATKa JOJKHA TOMOYb TeOe Oe30MacHO HAXOAUTHCS B CETH.
KoMmnboTepHbie BUPYCHI

KoMnb1oTepHbIi BUPYC — 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IIPOrPAMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOM SBJISIETCS CIIOCOOHOCTH K PAa3MHOKEHHIO.

B nononHeHnue K 3ToMy, BUPYChl MOT'YT TIOBPEIUTH HIIU MOJIHOCTHIO YHUUTOXKUTH BCE (DAIIbI U JaHHBIE,
HOJIKOHTPOJIbHBIE IOJIb30BATEINI0, OT UMEHH KOTOPOro OblIa 3allyllieHa 3apa)KeHHasl IPOrpaMma, a TaKkxkKe
MOBPEINUTH WU J1a)K€ YHUUITOXKUTH ONEPAIMOHHYIO0 CUCTEMY CO BceMH (paiiamu B 1iesioM. B GosbmHcTBE
CJIy4aeB paclpOCTPaHAIOTCA BUPYChI UEPE3 UHTEPHET.

Metoabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrpamMM:

1. HCHOJ’IBByﬁ COBPCMCHHBIC OIIEPAIMOHHBIC CUCTEMBI, UMCIOIIHE CepBC3HBII>'I YPOBEHb 3allIUTHI OT
BpPCOAOHOCHBIX ITPpOIrpaMm;
2. ITocTossHHO YCTaHaBJII/IBaﬁ I1a4TH (I_[I/I(i)pOBBIe 3aIlJIaTKHU, KOTOPBIC aBTOMATUYCCKU YCTAHABJIMBAROTCSA

C LIeJbI0 OpabOTKH MPOrpamMMbl) U Apyrue oOHOBIIEHHs CBOEH onepaliioHHO#M cuctembl. CkaunBail MX
TOJIBKO ¢ opULIHaNbHOrO caiita pa3pabotunka OC. Ecnu cymiecTByeT pexxiuM aBTOMaTH4eCKOTo
OOHOBJICHHMSI, BKIIIOUH €T0;
3. PaboTaii Ha cBoeM KOMIIbIOTEpE MO/ [TPaBaMu MOJIb30BATEN, @ HE aIMUHUCTPAaTOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX TPOI'PaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIIBEHOM
KOMIIBIOTEPE;
4, Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE IIPOAYKTBI U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;
5. Orpannyb pU3HMUECKUI TOCTYI K KOMITBIOTEPY JIJIsl IOCTOPOHHUX JIHII,
6. Hcnonp3yit BHETHIE HOCUTENN HH(POPMAIINH, TaKKe Kak (uIenika, JUCK Win (aiin nu3 HHTepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UICTOYHUKOB;
7. He otkpbiBail koMnbroTEpHBIE (Pailiibl, MOJYUYEHHBIE U3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxe Te ¢aiiisbl,
KOTOpBI€ MpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOUHU y HEro, OTIIPABIISI JIU OH T€0E HX.

Cern WI-FI

Wi-Fi — 3T0 He BUJ Iepeqayu JaHHBIX, HE TEXHOJOTHs, a BCEro Juib Opena, mapka. Eme B 1991 romy
HUJIeplIaH/IcKas koMnaHus 3apeructpuponana opena "WECA", uro o6o3Hauano cioBocodyeranue "Wireless
Fidelity", xoTopslif mepeBoaAnTCS Kak "OGecrpoBOIHAs TOUHOCTB".

Jlo Hamiero BpeMeHHM Jollia jApyras abOpeBuarypa, KOTOpas sIBIsSETCS TakoW ke TexHosorueil. 3to
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha CTaHJIapT BhICIIEH 3ByKOBOH TexHUkH Hi-
Fi, uTo B mepeBojie 03HavaeT "BbICOKasi TOYHOCTH'.

Jla, OecrulaTHBI MHTEPHET-JOCTYN B Kade, OTeNsIX MU a’ponopTax sBISETCS OTIMYHOW BO3MOXKHOCTBIO
BbIX0Jla B MHTepHeT. Ho MHorme skcmepThl cuuTaroT, 4rto obmenoctynHbie Wi-Fi cetu He ABISAIOTCS
0€30MacHBIMH.

CoBeTsl 10 6e30MaCHOCTH PadoThI B 001eT0CTYNHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nnunyto nHdopmaruio uepes oduenocrynusie Wi-Fi cetn. PaboTast B HuX,
KeJlaTeJIbHO HE BBOJUTH MApOJIU JOCTYIIA, JIOTUHBI U KaKWe-TO HOMepa;

2. Hcnonp3yit 1 0OHOBISAN aHTUBUPYCHBIE POTpaMMBbI U OpanaMayep. Tem cambIM Thl 00€301aCHIIIb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOICTBO;

3. [Tpu ucnonb3oBanuu Wi-Fi otkimoun dyrkiuro "O0mwit qoctym K daiinam u npuntepam". JlanHas
(GYHKIUS 3aKphITa IO YMOJTYaHUIO, OJJHAKO HEKOTOPhIE MOJIb30BaTEIN aKTUBUPYIOT €€ i y100CcTBa
WCIIOIB30BaHUsI B paboTe WK yueoe;

4, He ucnons3yit nyonuunsiit WI-FI qist nepenauu TMYHBIX TaHHBIX, HAIPUMED UIS BBIXOJA B
COLIMAJIbHBIC CETH WIIU B DJIEKTPOHHYIO IIOYTY;



5. Hcnonp3yit Tonpko 3amuiienHoe coenquuenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-

anpeca BBoau umeHHo "https://";

6. B MmoGunbHOM Tenedone orkimoun Gynkuio "Tlogkmouenue k Wi-Fi aBromatnuecku'. He

JOMyCKald aBTOMaTHYECKOTO MOJIKIIIOUEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.
CouuajbHble CeTH

CouuanpHble CETH aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOJIM paOOTAIOT U KUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH MIJUTHAP]] YETOBEK, YTO SBISETCS OJHON CEIBMOM BCEX JKUTEJCH TUTAHETHI.
MHorue noap30BaTeNd He TTOHUMAIOT, YTO MH(OPMAIIHS, pa3MEIICHHAs] UMH B COIIMAIBHBIX CETSIX, MOXKET
OBIThH Hali/IeHA ¥ MCIIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 00S3aTENIbHO ¢ OJIarUMU HAMEPEHUSIMHU.
OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COIMAIBHBIX CETAX:

1. Orpanuyb cucoK Apy3ei. Y Te0st B IpYy3bsX HE JOJKHO ObITh CIy4YailHBIX U HE3HAKOMBIX JIHOZCH;
2. 3amuiiaii cBOIO YacTHYIO *kHU3Hb. He yka3biBail maponu, TesnedoHsl, aapeca, 1aTy TBOETO POKICHUS
U APYTYIO JINYHYI0 HH(pOpMaLNIO. 3I0yMBIIIEHHUKHA MOTYT UCIOJIB30BaTh Aa)ke MHPOPMAIUIO O TOM, KaK
ThI U TBOU POJUTENH IIJIAHUPYETE MIPOBECTU KAaHUKYIIBI;

3. 3amuiaii CBOIO PermyTaluio - IEP>KU €€ B YUCTOTE U 3aaBail cede Bompoc: XxoTel Obl Thl, YTOOBI
JpyTye MoJIb30BaTeNH BUJIEH, YTO Thl 3arpyaenns? [logymaii, mpexae yeM 4To-TO OmnyOIuKOBaTh,
HaAMucaTh U 3arpy3UTh;

4, Ecnu Tl TOBOpPHIIIB C JIFOJIEMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIB3YH CBOE peaibHOE UMS U APYTYIO
JTUYHYI0 HHGOPMAIIUU: UMSI, MECTO KUTEIIbCTBA, MECTO yueObl U MpoUee;

5. W36eraii pazmenienus pororpaduii B InTepHeTe, rie Thl H300pa)KeH Ha MECTHOCTH, 110 KOTOPOH
MO3KHO OIPEIEIUTh TBOE MECTOMOJIOKEHNUE;

6. [Tpu perucrpanuu B COLMAIBHON cETH HEOOXOAMMO UCIIOIb30BaTh CI0KHbIE MTAPOJIU, COCTOSIIIUE U3
OykB ¥ U(p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

7. Jst connanbHON CeTH, OYTHI U IPYTUX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh pa3HbIe mapoyu. Toraa

ecJii TeOsl B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH [1OJIY4aT JOCTYII TOJIbKO K OJHOMY MECTY, a HE BO BCE Cpasy.
JJIeKTPOHHBbIE IeHbIH

DJIEKTPOHHBbIE J€HbI'H — 3TO OYEHb YMOOHBIA CIOCOO IJIaTeXei, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTSAT IOJYYUTh 3TH JICHBTH.

DJNEeKTPOHHBIE JIEHBTY MOSIBIJIUCH COBCEM HETaBHO M MMEHHO M3-33 3TOTO BO MHOTHX TOCYIapCTBAX 0 CHX
TIOp HE MPOTHCAaHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (QYHKIIMOHMPYIOT M O HUX YK€ IPOMHMCAaHO B 3aKOHE, IJ1€ UX pa3/esioT Ha HECKOIBKO
BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3periaeTcs
IIPOBOJIUTH OTlEepaLny 0e3 ACHTU(HUKAIIMH TT0JIb30BaTeNs, & B HE aHOHMMHBIX HJCHTU(UKAIUS OJIb30BATEIS
ABIIsIETCS 0053aTENbHOM.

Taxoke cnenyer pa3nuyarh JEKTPOHHbBIE (PUAaTHBIE I€HbIU (paBHBI TOCYAAPCTBEHHBIM BaIIOTaM) U
3JIEKTPOHHBIE He(pUaTHBIE IEHBIU (HE PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE cOBETHI N0 0e30nacHoii padoTe ¢ 3JIeKTPOHHBIMH /ICHbIAMM:

1. [TpuBskM K cueTy MOOUIIBHBIN TenedoH. DTo camblil YAOOHBIN U OBICTPBIN CIIOCOO BOCCTAaHOBHUTD
J0CTyN K cueTy. [IpuBsi3aHHbIi TeaeoH MOMOXKeT, eciii 3a0y1elIb CBOM MIaTEXXHbIH MapoJib WK 3aielTh
Ha CaliT ¢ HE3HAKOMOTI'0 YCTPOMCTBA;

2. Ucnonp3yit omqHopa3ossie maposu. [locie mepexona Ha yCHICHHYIO aBTOPH3AINIO TeOE yKe HE
OyZeT yrpokaTh OMAaCHOCTb Kpa)KH WJIM IiepexBaTa IJIaTeKHOTO MapoJis;
3. Br16epu cnoxHblil maposs. [lpectynHukam OyneT He MPOCTO yrajiaTh CIOXKHBINA napoib. Hanexxnbie

apOJIK — 3TO MAPOJIH, KOTOPHIE COJIEPHKAT HE MEHEe 8 3HAKOB M BKIIFOYAIOT B Ce0S CTPOUHBIE H TIPOITHCHBIE
6YKBBI, HI/I(i)pI)I M HECKOJIBKO CMMBOJIOB, TAKUEC KAaK 3HAK J0JIj1apa, (bYHTa, BOCKHI/IH&TCJ’IBHBH\/'I 3HAK U T.II.
Hampumep, $tROng!;

4, He BBO/IM cBOM JIMUHBIE TaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSIEIIb.



DJIeKTPOHHAA MOYTA
DJIEKTPOHHAS MOYTA — ATO TEXHOJIOTHSI U MIPEIOCTABIISIEMBIE €10 YCIIYTH IO MEePEChUIKE U MOTYyYSHHUIO
ANEKTPOHHBIX COOOIICHHI, KOTOPBIE PACTIPEACTSIOTCS B KOMIBIOTEPHON ceTh. OOBIYHO AJIEKTPOHHBII
MOYTOBBIN AUIUK BBITJISAUT CIIEIYIOIIMM 00pa3oM: UMS_TOJIb30BaTeNsA(@uMs_aoMeHa. Takxe KpoMme
nepeiayu MPoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBath (haiibl.

OcHoOBHBIE COBETHI 10 0e30MacHOi padoTe ¢ ITeKTPOHHON MOYTO:

1. Hano BbIOpaTh paBUIIbHBIN IOYTOBBIN cepBHC. B MHTEpHETE €CTh OrpOMHBII BEIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIy4Ille JOBEPATH TEM, KOT'O 3HACIb, U KTO IIEPBbIN B PEUTHHIE;

2. He yka3piBaii B IMUHOM TouTe THYHYIO HHpopManuio. Hanpumep, iaydiie BoIOpaTh
"My3bIKaJIbHBINA (haHaT@" niam "pok2013" Bmecto "Temal3";

3. Hcnonp3yil ABYX3TaIllHYIO aBTOPU3ALIMIO. DTO KOrJa IIOMUMO MapoJisi Hy’KHO BBOJUTH KO/,
npucbuIaeMblil mo SMS;

4, Bri6epu citoxxHbIN Tapostb. I Ka)Ka0ro MOYTOBOTO SITUKA JOKEH OBITh CBOWM HAJIC)KHBIH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JINUHBIN BOIIPOC, UCIIOJIb3YH 3Ty BO3MOXKHOCTB;
6. Hcronb3yil HECKOIBKO NIOYTOBBIX AIMKKOB. [IepBbIii UIsi 4aCTHOM NEPENUCKHU € apecaTaMy,

KOTOPBIM ThI JIOBEPSECIIb. DTO AIEKTPOHHBIN aipeCc HE HAJ0 UCIOJIB30BaTh IIPU PETUCTPALIUU HA OpyMax U
caurax;

7. He otkpsiBaii (aiiasl 1 qpyrue BIOKEHHS B MMChMaX, AK€ €CIIM OHH MPHUIIUTH OT TBOHUX JIPY3€il.
Jlydie yToYHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibr;

C [Tocne okoHyaHus pabOTHI HA IOYTOBOM CEpPBHUCE MEPe]] 3aKPhITHEM BKJIAJIKU He 3a0y/lb Ha)KaTh Ha
"Boiiiti".

KuOepOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO
KubepOyiuHr - npecnenoBaHie COOOLIEHUSAMH, COIEPKAIUMU OCKOPOJICHUS, arpeCcCHI0, 3alTyTMBaHUE;
XYJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHKE C MTOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.
OcHoBHBIE cOBeThI 0 00pble ¢ KHOEPOYNIMHIOM:

1. He Opocaiics B 60#. Jlyumuii crioco6: mocoBeTOBaThCs Kak ceOsl BECTU U, €CITH HET TOTO, K KOMY
MOKHO O0paTUTHCS, TO BHAYaJle YCIIOKOUThCS. ECM Thl HaYHeIIb 0TBeUaTh OCKOPOJICHUSIMU Ha
OCKOpOJIEHUS, TO TOJBKO e11ie O0JbIIIe Pa30XkKelTb KOHMIUKT;

2. VYrpasnsiii cBoel KubeppenyTaiuei;

3. AHOHUMHOCTB B ceTH MHUMas1. CyIlecTBYIOT C1OCOObI BBIICHUTh, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He ctout BecTn Xynuranckuii o0pa3 BUpTyalibHOM ku3HU. IHTEpHET puKCHUpyeT BCe TBOU ACHCTBUS
U COXpaHSeT uX. Y AanuTh UX OyAeT KpaiiHe 3aTpyAHUTEIbHO;

5. Co0mro1ait CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit equHn4HbIN HeraTuB. OJIHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JTyUlIe
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcsi Ha Ha4aJIbHOM CTaauH;

7. ban arpeccopa. B nporpammax oOMeHa MTrHOBEHHBIMH COOOIIEHUSIMH, B COLIMATIbHBIX CETSIX €CTh
BO3MO>XHOCTh OJIOKUPOBKH OTIPABKH COOOLIEHHH € ONpeieNIEHHBIX a/IpECOB;

8. Ecnu 161 cBueTens kubepOysuuHra. TBou neiicTBUSA: BBICTYIIUTh POTUB IpeCiie0BaTeNs,

IoKaszaTtb €My, 4TO €TI0 JIEHCTBHS OIICHUBAIOTCS HCTaTUBHO, MOAACPKATL KEPTBY, KOTOpOfI HY)XXHa
IICUXOJIOTNYECCKas IOMOIIIb, COO6H_II/ITL B3pPOCJIbIM O (I)aKTC arp€CCUBHOTO IMMOBCACHHNA B CCTH.



MoOuabHbIi Tes1eoH
CoBpemenHble cMapT(OHBI U IUIAHIIETHI COJEPkKAT B ceOe BIOJIHE B3pOCIbIN (DYHKIMOHAJ, U TEHeph OHU
MOTYT KOHKYPHPOBATh CO CTAallMOHAPHBIMH KoMIbloTepamu. OIHAKO, CPEICTB 3allUTHl JJIS TMOAOOHBIX
YCTPOMCTB IOKa 0YeHb Maso. TecTupoBaHUE U IIOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak i [1K, To jxe camoe kacaeTcst 1 MOOMIIBHBIX MTPHIIOKEHUH.
CoBpemeHHbIE MOOHIIbHBIE Opay3ephl yKe MPAaKTUYEeCKU TOTHAIM HACTOJIBHBIC aHAIOTH, O/IHAKO PACIINPEHHE
(G yHKIIMOHAJA BJIEYET 32 COO0H OOBIIYIO CIIOKHOCTh M MEHBIITYIO 3aIUIICHHOCTb.
Jlaneko He Bce NMPOU3BOAUTEIM BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIIME KPUTUUYECKUE YSI3BUMOCTH JJIS
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI /151 0€30MACHOCTH MOOMJIBHOTO TeJie(poHA:

1. Hwuuero He sBIsieTCs NO-HACTOSIEMY OeCIUIaTHBIM. Byib OCTOpOXKEH, Bellb Korja Tedbe npeiaraor
OecruiaTHbIN KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKHe-TO IUIATHBIE YCIIYTH;

2. Jlymaii, npexae ueM otnpaButb SMS, ¢poto unu Buaeo. Thl TOUuHO 3Haelb, T1e OHU OyAyT B

KOHEYHOM utore?

Heo6x011M0 00HOBIIATH ONEPALIIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBHPYCHBIE IPOrPaMMBbI 17151 MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpyxaii npunaoxeHus oT HEM3BECTHOIO HCTOYHUKA, BE/Ib OHU MOT'YT CO/IEPKaTh BPEAOHOCHOE
IIporpaMMHOe 0OecrieueHue;

6. Ilocne Toro Kak Tkl BbIiIELIb ¢ caiiTa, I'/le BBOJIWII JIMYHYIO HH(POPMALIUIO, 3ai11 B HACTPONKHU
Opay3epa u ynamm cookies;

7. Tlepuonndecku MpoBepsid, KaKue IJIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOii HOMEp MOOMIIBHOTO Tene(OHa TOIBKO JFOISIM, KOTOPBIX THI 3HACHIb U KOMY JIOBEpSIEIIb;

9. Bluetooth gomken ObITH BBIKIIOYEH, KOTAA THl UM HE TOJIb3yelbes. He 3a0bIBait mHOT 1A TPOBEPSITH
3TO.
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Online urps!

CoBpeMeHHbIE OHJIAH-UTPBl — 3TO KPAcOYHbIE, 3aXBaThIBAIOIIME pPa3BJICUCHUS, OOBEANHSIONINE COTHU
TBICSIY YEJIOBEK 10 BceMy MUpy. rpoku nccienyroT JaHHbIA UM MUP, OOIIAIOTCS IPYT C IPYTOM, BBITIOJHSIOT
3aJlaHusl, CPaXKArOTCS C MOHCTPaMHM M TOJY4arOT OMbBIT. 3a yIOBOJIbCTBUE OHM IUIATAT: MOKYMArOT JMCK,
OIJIaYMBalOT a0OHEMEHT WM MPUOOPETaloT Kakue-To onuuu. Bee 3Tu cpencTBa uaAyT Ha MoJJEepKaHUuE U
pa3BUTHE UIPHI, & TAKXKE HA caMy 0€30MaCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPHU3AIIMH, BBIITYCKAIOTCA
HOBBIE MaT4YM (LM (POBBIE 3aMJIATKH ISl IPOTPaMM ), 3aKPhIBAIOTCS YA3BUMOCTH CepBEpOB. B MoJ00HBIX UTpax
CTOMUT OIAcaTbCs HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPa)KM TBOETO I1apoJisg, HA KOTOPOM OCHOBaHa
crcTeMa aBTOpU3alluK OOJIBIIMHCTBA UTP.

OcHoBHBIE COBETHI 10 0€30IACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecnu apyroit Urpok BeeT ceOs II0X0 UM CO3AaeT Tebe HENPUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

2. Tloxamyiicss aIMUHHCTPAaTOpaM UIPhI Ha TJI0OX0€ MOBEJCHHUE 3TOT0 UTPOKa, KeJIaTeIbHO MPUIT0KUTh
KAaKHe-TO J10Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3piBail 1n4yHyt0 HHPOpMAIUIO B Ipodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopUIIHAIbHbIE TATYH U MOJIBI;

6. Vcronb3yii Cl10KHBIE U pa3HBIE MTAPOIIH;

7. Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [1oKka Thl Urpaeiib, TBO KOMIBIOTEP MOTYT
3apa3uTh.



@OUIIMHT WIN Kpaka JUIHBbIX JaHHBbIX

OObIuHOM Kpaskel IeHeT U JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM HUHTEPHET-
TE€XHOJIOTUH 3I0yMBIIIJIEHHUKH IEPEMECTUIINCH B UHTEPHET, U MPOIOJIKAIOT 3aHUMAThCS "MI00MMBbIM"
nenoM. Tak mosiBHIIaCh HOBasi yIpo3a: HHTEPHET-MOIICHHUYECTBA I (DUILIUHT, TIaBHAS LEJIb KOTOPOTO
COCTOUT B MOJIyYE€HUH KOH(PHUACHIINATBHBIX JAHHBIX M0JIb30BaTENEH JIOTHHOB U napoieil. Ha anrmuiickom
s3bike phishing unraercs kak gummHr (o1 fishing - peiOHas n0Bms, password - mapoJb).

OcHoBHbIE coBeThI 10 0opble ¢ GUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl o/103peBaeliib, 4TO TBOSI aHKeTa Obljia B3JI0MaHa, TO
Heo0X0IuMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Hcnonw3yit 6e3omacHbie Be0-CaliThl, B TOM YKCIE, UHTEPHET-Mara3uHOB U TOUCKOBBIX CUCTEM;

3. Hcnone3yit croxkHble U pa3Hble napoiu. Takum ob6pa3zom, eciau Te0si B3IOMAIOT, TO
3I0YMBINUICHHUKY MOJIYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

4, Ecnu Te6st B3110Manu, To He0OX0IMMO MPEAYIPETUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABICHbI Y

TEOS B APY3biX, O TOM, 4YTO Te0s1 B3JIOMaIU X, BOBMOXXHO, OT TBOCI'O UMCHH 6y1[eT pacChlIaThbCA CIlaM U
CCBbIJIKHM Ha (I)I/IH_II/IHI"OBBIC CaﬁTLI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBEIM TenedoH;
6. OTkITI0YM cOXpaHEHHE Mmapodisi B Opaysepe;
7. He oTkpbiBaii (haiiinbl u qpyrue BIOKEHHS B TUChMAX, JaKE €CIM OHH MPHIILIA OT TBOUX JPY3CH.

Jlydie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.
u¢posas penyrauus

[udposas permyraus — 3TO HEraTUBHAs WM MMO3UTHUBHAS HHpopManus B ceTu o Tede. Kommpomerupyromas
nH(popmMalys, pa3MelleHHas B UHTEPHETE, MOXET CEpbe3HBIM 00pa3oM OTpPa3UThCA HAa TBOEW peanbHOMN
xu3Hu. "Lludpposas penyranus" — 3T0 TBOM MMHUIK, KOTOpBIH (opMupyercss U3 nHpopmanuu o tede B
WHTEepHETe. TBOE MECTO KUTEIhCTBA, yueObl, TBOE (DMHAHCOBOE IMOJOKEHHE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMNBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCATCS K NyOnuKanuu JudHoi mHpopManuu B MHTepHeTe, He
MOHMMasl BO3MOXHBIX MoOcHeACTBUM. Thl naxe He CMOXKeIb JA0orajatbcsi O TOM, uTo (oTorpadus,
pasMelleHHas S JeT Ha3aj, cTaja MPUYUHON OTKa3a MpUHATH TeOs Ha paboTy.

KommenTapuu, pazMerienue TBoux ¢ororpaduii u apyrue AeicTBUsS MOTYT HE HCUE3HYTh JIaXKe MOCIIe TOTO,
KaK Thl MX YAAJIHUIIb. Thl HE 3HaeIlb, KTO COXPaHWJI 3Ty HH(OpPMAIIHUIO, [T0T1aja JIU OHA B TIOMCKOBBIE CUCTEMBI
U COXpaHMJIACh JIU OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKPYKAIOLIUe JI0IU, KOTOpPble HAWAYT U YBUIAT
s10. Haiftn uHpopmanuio MHOro JieT CIycTs CMOXKET Jr000# - Kak M3 JA0OpBIX MOOYXKAEHUH, Tak M C
HaMepeHHEM NPUYMHUTH Bpe. ITO MOXKET OBITh KTO YIOJHO.

OcHoBHbBIE cOBETHI 10 3alMTe NH(PPOBON penmyTanuu:

1. [Toxymaii, mpeskae 4em 4To-To IMyOJIMKOBATh U NepeaaBaTh y cedst B 6Jiore Wi B COI[MAIbHON CETH;
2. B nactpoiikax npoduisi ycTaHOBH OTpaHUYEHHUs Ha TPOCMOTP TBOETO MPOQHIIS U €r0 COJAEPKUMOTO,
CZeJIail ero TOJNbKO "[UIs Apy3en';

3. He pa3menaii u He yka3piBaii HHPOPMAIIUIO, KOTOPask MOKET KOTO-JIM00 OCKOPOISATH WK OOMXKAaTh.

ABTOpCKOE MPaBo



CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE TI0JIb30BATENN LU(POBOro npoctpaHcTBa. OJHAKO JaleKo HE BCE
3HAIOT, YTO TOJH30BAHWE MHOTUMH BO3MOXKHOCTSAMH IH(poBOro mMupa TpeOyeT coOaroAeHus mpaB Ha
UHTEJUIEKTYaIbHYI COOCTBEHHOCTb.

TepMuH "HMHTe/JIEKTyaJIbHasi COOCTBEHHOCTB'' OTHOCUTCSI K Pa3jMYHBIM TBOPEHUSM 4YEJIOBEUYECKOI'O
yMa, HauMHasi ¢ HOBBIX M300peTEeHM U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, GoTorpadusiMu, KHHOPHIEMAaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE MpaBa — 3TO IpaBa Ha WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpaTyppl M HCKYcCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTHUM TOrO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUN TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeJINBbIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3yJIbTaTax CBOEro TPy/a, MOJIyYUTh U3BECTHOCTD U pu3HaHue. Hukro 6e3
paspellieHuss aBTOpa HE MOYKET BOCIPOU3BOJUTH €ro MNPOU3BEICHHUE, PaCHpPOCTPAHATh, IIyOIMYHO
J€MOHCTPUPOBATh, IpPOAABAaTh, HMIOPTUPOBATH, IIyCKaTh B MPOKaT, IYOJUYHO HCIOJHATS,
II0Ka3bIBaTh/UCIIONHATE B 3upe min pa3mewars B lHTepHere.

Hcnonb3oBaHue '"'mupaTcKkoro” mporpaMMHOIO OOECHeueHHs] MOKET NMPUBECTH K MHOTUM pPUCKaM: OT
IOTEPU JIaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH TBOEI'O YCTPOICTBA, Iie YCTAHOBJIEHA HEJlerajbHas
nporpamma. He crout Takske 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbIe U OeCIIaTHbIE POTrPaMMbl, KOTOPbIE
MO’KHO HaiTH B CeTH.



